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Abstract. An increasing amount of Industry 4.0 data storages is highly configurable. As each
variant includes individual features and interactions, ensuring data security becomes increas-
ingly challenging. However, we are missing an analysis of research on security and configura-
ble storages in Industry 4.0, especially those based on product-line engineering. To address
this gap, we conducted a literature study covering relevant state-of-the-art publications (2013—
2022). Overall, security for configurable systems seems under-explored. We highlighted that
security standards and concrete mitigations techniques are usually not considered. In addition,
we are missing an analysis of configurable storage and software systems in concert to identify
threats, risks, and vulnerabilities caused by variability.

1. Introduction

Due to the increasing number of interacting systems, the manufacturing industry generates a
growing amount of data stored and processed in a variety of storages, such as databases
embedded into cloud environments [1]. An increasing number of the storages used in Industry
4.0 is highly configurable, meaning they are based on variability to address specific customer
needs, hardware constraints, industry standards, or regulatory requirements [2; 3; 4]. Since
the attack surface of these systems is constantly growing due to their variant-based scaling up
and networking, ensuring security becomes increasingly challenging [5].

In this study, we focus on configurable storages since they are one of the major targets
of attacks and feature interactions can potentially reveal secrets [6; 7]. Unfortunately, there is
a lack of an overview of the current research conducted on security and configurable storages
as part of Industry 4.0 environments, e.g., cyber-physical systems. To address this gap, we
conducted a systematic literature review [8] of 28 papers. We argue that our study can help
researchers and practitioners in better understanding current shortcomings and concerns in
the context of security for configurable systems, especially configurable storages.

2. Literature Study Methodology

Our study objective was to identify, classify, and discuss research in the intersection of config-
urable storages and security in Industry 4.0 environments by employing a systematic literature
review [8]. We intentionally also considered potentially underlying configurable software sys-
tems that may be the actual focus of the analyzed papers. First, we defined the following
search string, covering the most relevant thematic terms:
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("software as a service" OR "SaaS" OR "service-based" OR "service-oriented" OR "on-de-
mand") AND ("product line" OR "SPL" OR "product famil*" OR "variant*rich" OR "config*") AND
("robot*" OR "manufacturing”" OR "industry 4.0" OR "cyber*physical*")

Using this string, we employed an automated search on the literature databases IEEE
Xplore, ACM Digital Library, and Scopus. Second, we only included peer-reviewed conference
papers or journal articles written in English, published between 2013 and 2022, and dealing
with security and configurable storages in the context of Industry 4.0.

Third, we defined ten criteria to extract valuable data from the selected papers, namely
the application area (e.g., robotics), the practice-orientation of the system (i.e., concept or im-
plementation), the focus of the publication (i.e., software or storage), the underlying variability
modeling technique (focusing on software product lines), the storage type (e.g., database or
cloud), the variability focus of the publication (i.e., software or storage), the general mentioning
of security as well as security threats (e.g., SQL injection attacks), goals (e.g., CIA triad), stand-
ards (e.g., ISO/IEC 27000 series), and mitigation techniques (e.g., encryption).

The search was conducted on February 01, 2022, resulting in a total of 199 papers.
After a title/abstract selection and a duplication removal, we considered 57 papers for the full-
text selection. Next, we had to remove 29 more papers in the full-text selection, since these
dealt only superficially with configurability or security. Finally, we considered 28 papers as
suitable for our data extraction.

3. Data Extraction Results

In this section, we provide an overview of the extracted data (see Table 1). The majority of the
papers focus on general manufacturing applications (21) and address only two more areas,
namely robotics (6) and mechatronics (1). This result implies that most approaches could pro-
vide a high transferability and applicability to a variety of industrial use cases. Interestingly, 18
publications present concrete implementations, indicating a certain practice-orientation of the
approaches. Regarding the publications' focus, we found that no paper refers to the storage
alone but to storage in combination with software (8). Surprisingly, the majority considers the
software (20) and only mentions storage as part of the overall software system. A similar trend
emerges regarding the variability focus, where often only the software system is actually con-
figurable (18) or the storage in the context of the overall software (9). Once the focus is only
on the variability of the storage.
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Table 1: Overview of the extracted data based on the defined criteria
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Most storages (21) are actual configurable, mainly because these are usually cloud
environments, which are configurable by definition. The majority presents software product
line-based solutions (21); the remaining papers (7) also usually reference product-line tech-
niques although they are not based on them. One time, an edge environment is described.
However, we assume that the cloud and edge environments also integrate a database as stor-
age medium, although they do not mention it. Unsurprisingly, security is usually not considered
in detail by the selected publications (17); threats (9), goals (4), standards (1), or mitigation
techniques (7) are only rarely given. However, we found out that communication (e.g., between
software system and storage) and the system configurability are main threats. These are ad-
dressed by diverse, generally described mitigation techniques, such as encryption or certifi-
cates. In two cases, security goals of the CIA triad, namely confidentiality and integrity, are
mentioned. Only one paper refers to concrete security standards (IEC 62443, IEEE 1686).

4. Directions for Future Research

Overall, we identified three relevant research directions (RD) that should be addressed in fu-
ture research. The often software product line-based approaches are often implemented in a
certain theoretical context, but usually not implemented or evaluated within a practice-oriented
environment. We argue that collaborations with practitioners would increase the value of this
research (RDy).

We identified a strong connection between storages and configurable software sys-
tems, as most papers focus on both. However, the actual configurability of the storage and its
associated requirements is rarely addressed. In contrast, most papers focus more on the con-
figurability of software systems storing variability-related data in their storages, e.g., variants.
We state that it is essential to investigate software and storage in Industry 4.0 together in an
equivalent manner (RD2) to understand interactions in data exchange between software and
configurable storage and to identify potential security risks caused by configurability.

Mostly, security is either not considered at all or only described superficially. Threats
(e.g., system configurability) are mentioned, but the associated issues and challenges are not
addressed. Thus, we argue that security in the context of configurable storages in Industry 4.0
environments seems under-explored. Research on configurable storages should be connected
to concrete security standards (i.e., at least ISO/IEC 27000 series) and measures to address
industry-specific artifacts, tasks, processes, and concrete security vulnerabilities (RD3).

5. Conclusion

In this paper, we presented a literature study to provide an overview understanding of security
in the context of configurable data storages in Industry 4.0 environments. Overall, we found
several valuable insights and highlighted three directions for future research. Although there is
extensive research on the security of (configurable) systems and established standards and
norms, these are not usually referenced by configurable data storages, especially those based
on software product lines. Consequently, we state the security in the context of configurable
storages in Industry 4.0 environments seems under-explored despite the fact that these sys-
tems provide a growing attack surface due to their increasing complexity. We strongly recom-
mend to connect configurable storages to concrete security approaches and international
standards, e.g., by considering security not as a system's quality attribute or non-functional
requirement, but as a concrete system feature with particular requirements.
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